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@ Secure communication system for multiple remote units. 

@ A frequency-hopping datalink for providing communica- 
tion between a ba^e station, relay unit and multiple remote 
units utilizes time-division multiplexing and transmits informa- 
; tioh signals containing information relevant to the next fre- 
quencies of transmission. SiQnalsJronLthe base station^re 
t^ansniltted^on a first frequency to_o relay unfi w^ 
mits the signals on a second fre^ 

unltarilfie information sign from the base station conteihsTn- 
forrnatibn concerning the frequencies of the next transmission 
and the tirne slot allotted for the remote units to respond, the 
, remote units respond back at the first frequency wiiich is re- 
ceived by the relay unit and rebroadcast to the base station at 
ttie second frequency.. The^firet and ^ocond frec^ 
changed after each message in1accorflanc5y^^ 
dpm se^uen^ iandtransv; 
mr»ed [n e^ rrieans jof Kp^^ se- 

"■ quence generated at each remote unit and tiie ireiay unit; whose 
! ihttial state is reset by an Internal or externally derived time 
reference and whose pattern is determined by anr Internal key. 
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SEGWRE d>MM^ 

MtHTPTPtg REMOrES UNITS 



Technical Field 

Ihe present .invention relates to the field of secure data 
5 communication systeno aridi, jifere particularlyf. to such ai systeni for 
*\ use/ with .iBiitiple renote units, l]'/ iZ^'K' ■ ■ - 

■ Background Art 

V jte disclosed to copending ajf^iicatloh ^ fe^ 625,885 various 

typ^ of communications techniques are eirployed in order to enhance 

10 the security of infornation being transmitted between a base or 
ground station and a remote station or vehicle, such as a pilotless 
reconnaissance aircraft, and to make such commnications more 
resistant to intoitibnal janndng or noise • 

In the aforementioned copending application there is described a 

is methcia and apparatus for preventing ' intentiiphal janroing of a 
transmitter and receiver in a secure conronications systan 6f the 
frequeicy-hopping type wherein an infornvation signal Is generated at 
the' transmitter, the informatton signal including at least a portion 
representative- of the frequency of transmissicn of the next 

20 information signal. The information signal is then transmitted and 
: * received at . a remote receiver at a frequisncy determined by the 
frequency representative portion . of an imcnediately preceding 
transmitted information. signed. . ' ^ 
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fftiiie the system described ^ in this qopending applicaticxi is 
adequate v»here there is tp; be direct , coimuhicatibn between a 
transmitter and a receiver, a need inay arise for . a base stati<»^ W 
. coniiunicate with remote units through a relay unit • T 

.■;-'5.V;; - ^:;:V -.^^ 

Disclosure of the inventicxi 

The present invention concerns . a method and apparatus for 
cdnmunlcating between base station and remote unit ttiraigjh a relay 
10 unit ; in a . f requency-hoEpin^ , to systCT.^^ . ; M^^ 

particularly, Uie nvethod of tiie present invention is for Us^ iri a 
CGBiiunicatiori system of the type havi^^ ait least c^e base statd 
^ including a transmitter- and ^ receiver ^ - at least ore relay i^^^ 
including a transmitter and r^eiver, and at least one renote^ i^^ 
15 including a transmitter and receiver, and conprises the §teps of 
generating and^^^ : t^^ the base station ah infoirmatiori 

signal at a first predetermined frequency, receiving the informati^^ 
signal at tlie relay unit and traiisinitting the Information signal ait 
a second: predetermined frequ«icy, and receiving the information 
20 ^ signal at the renpte unit at this Second predetermined f r^enqy . 
in accordance with the inv«tion, information for setting the first 
and second predetermined freg^encies is transmitted as part of the 
information signal and the frequencies are periodically changed . 
Preferably the frequencies are randomly c*hahged in order to ensure 
'25 • oomnmicaticris' security V-.- 

ide informs^tion for setting the first and second predetermined 
frequencies may, for exanple, be a portion of the infotmation si^ai 
represlentative of the next^ frequencies to be used for transmission 
and reception. Alternatively, the information for setting the first 
30 . aJf^d second predetermined frequencies is a signal for changing the 
state of a pseudo-random freqtieriq^ selector or a frequency mapping 
table forming part of the transmitters and receivers of the relay 
\ and remote units - ' •. . . • 
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" In orda to further enhance the . transmission security, the 
inforiiBtion for setting the . first and second predetermined 
tre^aicies can be encrypted. 

' . The present invention may further be used v»here a remote unit 
generates iind transniits a second information signal, secc«d 
IniornBtiai signal is transmitted at the first predetermined 
frequency and received at tiie relay imit. The relay unit then 
retransmits the second in,formation signal at the second 
predetermined frequency whicii is then received by the base, station. - 

in order to prevent interf ierence between the trahsmission of the 
remote units the information signal trariismitted by the base station 
include a porti<m indicative of s^I^^ tiirie d^ays for 

transmission of information signals generated by ea<* of the remote 

.units,'- . S^-:---\vy-';'-''''' ] 'y'' .. ^ 

with the foregoing systean, nultiple terote 1^ ccanniuhicate 

vfith a base station via a relay unit us.ing freqiiaiqf-hopping in 
order to' prevent .jamming of or inter iEerence yd. th the signals between 
the base • station * and the .remote units. Since the relay unit 
transmits at a frequency different than that at which the base 
station and remote units transmit, an eavesdropper or poteiiti^ 
janiner would only be alale to detect one of the two fre<ri«ncies in 
use at a particular time. Thus trahanission of a jamnlng signal on 
the transmission frequency of the relay unit would not affect the 
transmission or reception of information signals from the base 
station to the relay unit or itoai the remote units to the relay 
unit.. Means may be provided at any of the base station, relay unit 
or ranote units for detecting the onset and frequency of - a jamming 
or pther interfering signal so that these units may be arranged to 
switch to a predetermined set of one or more fall-back transmission 
frequencies or to avoid the frequencies of the detected interfering 
signal, such as set forth in the aforementioned copending 
aHPlication.Ser. No. 625,885. V - - 
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'■ /^T^. foregoing arcmgonent thus eti^les : coniiimi^ to tak^ 
place bietweien a baise statiotiV relay linit and rerdte units with a 
hic^ prbbdbilit^ o^ sactess in cxsi^leting to^ transmission even, in 
the faice of deliber^^ to interfere With siidi obni^icatlon. 

/^^aratus for performing the above roetiipd is also eicranpas^ed by 
■.the |Mceseht\ijw«U.on.;- v< •^.■ ■■■^^^ 

Brief Description ot brawingrs . 



iO Ihese and other featueis and advantages of the pr^s^t inveiitiort 

^^^^ following • detailed ^cription of tl^ 

preferred enibodiments, Whm cxmjunctioa >^ drawing- 

■. V figures yhereinsO^ ■■■"y;^^^ -v'-^ .•' 

' ^S^^ure r is a^i^^ pt a data^^^^<^^ 

15 arrang^ ijri acoordi^ 

Figure 2 shx»« dia a t^icai' iiif^ signal ^ 

used in the present invention; . 

V Figure 3 is d blo^t diagra^ first enibodiinent of a ftetjierK^ 
• . ; -selector circuit for usie in thei preset 
20 Figure 4 is a block lUagr of a seccnd €i^^ 6^ a 

y selTCtor circlet for in the presein*^ in^n 
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Best Modes for carrying Out the invention 

The principles and techniques set forth in copending application 
Ser. No. 625,885, are hereby incorporated by a?eference. 

: 1^ in Figure l/'the present invention consists;!^ 

station 1 (jornprised of a transmitter portion/ a:;^/>id a receiver 
Eortixxi^ constructed as shown in Pigure 

aforemmtioned copending applica.ticyi SerV . Mb. 625,885. 
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Transmitter trahsniita an inforrotion signal on a so-^ 
■up-link* fr«iiency . to a ^ r^^^ 3 and receiver 

receives a signal from relay unit 3 vii 'down-link" frequency P^. 

Relay unit 3 ccwprisea a similar transmitter portion T^. and 
receiver portfion R^ for transndt^ting ah<l ^ r^^ at 
frequencies Fj and F^, respectively.. 

• . Also shown in Figure 1 are one or mare rraote units 5^, 5^^ 
...5 which also include transmitter and receiver portions 
^a' ''b'V* -VV respectively/ similar to ^^^ t^^ of . base 
station 1 and relay unit 3. Receivers .R^fV*'^ receive 
signals from relay unit 1 at frequency Fj and transmitters T^^: 
T._...T optionally transmit a further information signal back to 

relay unit 3 via frequency Pj_« . , . ■ ■^/■'■'rV ^v- ■ 

It is to be noted tiiat trkisniissipn of signals from relay unit 3 *: 
to ' boi^'reroote ^ mits^ V V ' '^n : ^ 'station 1 . :take^- - place 

at freqiiency Pj while reception of signals from iremote units; 
5 ,5L. . .5 amd base station l - by relay unit 3 takes place at ■ 

frequency Pj^.. ,. v 'k.; v - -u^ 'f''::^".-:'^', ''[:■ • '.' •\ ■ . / • viS 

^ In accordance with the present invention , freqiiencies Fj^ and • 

Pj are peribdically sund randomly qhanged in oider to prWent an 

eavesdropper from receiving! the transmitted, information signals and 

to prevent possible jamming. To this end, as shown in Figure 2, tb? 

information signal transmitted by base station 1 to relay unit 3 and t 

for . subsequent retransmission to remote units * '^n 

contains a portion, indicatiye of the next iset of frequencies, Fj^ 

end Pj, which will be usisd by the system for transmission and 

reception. . . This . frequency indicative portion may be a signal 

representative of the next pair of trahsmission and reception 

frequencies, which signal may be further encrypted, as set forth in 

copending application Ser . No. 625,885. Alternatively, the 

frequency indicative portion may include infprmaticn for. setting the 

status of pseudo-random number (Ptf) generators associated with the 

frequency selecting circuits included as part of the base station. 
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telay unit and eacii of fie remote units^ as discussed itpre fully 
below. /Ehis frequ^^ indicative portion may also be encrypted. 

Since eaidi oiE the r^erobte units tra^^ its information signal 
back to relay unit ^ via frequency f^, it is necessary that each 
such remote unit be told to transmit ady Airinig predetermined time 
periods/ ^^^s^^ Mib interfere ^^w^ other. . A<^^ 

inforroaticii sighal^^ base station 1 includes an access 

portion unique for each remote unit and a portion indicative of the 
time period in vfeicSi each re^ is to respond message 

from the base staticn relayed by relay unit 3. More particularlyjr 
as shown in Figure 2# the iiifbrmation s^^ transmitted by base 
station 1 includes a portion: indicative of a' unique time delay for* 
eadi remote unit which spe^^^ the desi^ated 

remote uhlt is to^ v^^^ ithe base station and/or 

transiidttijig an infe^ bafck to the base station* 

in pperatipn/ an initial information signal is^ transmitted^ by 
basia statical 1 via frequency Pj^ to relay unit 3 

the signal to remote units 5^#5j^*- -5^ at frecjuenqy Pji Ihe; 
telay unit and r^iote units have been initialized to receive the 
information signal at fre^epcies Pj^ and Pj/ respectively, in a 
manner as ^t fort^ cop^ding application Ser. No. 625,885 • The 
portion of the information signal indicative of the next pair . of 
different transmission frequencies Fj^ and is decoded by. the 
relay unit and remote units in preparation for the next information 
signal to be brbadcast by the base station. 

TJpca reception of the information signal^ each remote unit 
decodes the address portion of the signal and its. aissociated time 
delay unique to each riemote unit, v Each remote unit may include a 
stable time reference or external time referende source {described 
below) for, this purpose. Each renwte unit waits until its specified 
time delay has elapsed and then' trahsMts its infpmation signal 
bade to the base station via the relay unit, as described earlier. 
Ppoh reception of all information signals fromi the reirote units by 
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the base station, or. after a predetermined naxiitum time delay (in 
the event one or nore of the remote units is Unable to conrunicate) , 
the base station ; transmits a new information signal at new 
frequencies and Pj (as set <3uring the previous transmission ^ 
cycle). This process of: transmissiai from the base sttation. to the 
remote imtts and back again via lUie relay unit ray continue ^^"^ ^ 
long as necessiry with Oie frequencies ; of transndssioh, P^, and 
P^, being changed periodiic^ly and ^r^ so as to prevent 

eavesdropping or jaiining. 

AS mentioned earlier, the relay unit and renote unit may have 
their frequency sd,ecting cir<Mits retuned for the next frequencies 
of transmissiian as set forth in copending aEplication Ser. No, { 
625 ,885 i Aiternatively, these frecjuency selecting circuits may be 
set using internal frequency selecting apparatus vhose state is' 
initially set by a portion of the inforination signal transmitted by 
base station i. More particularly, as khowh in Figure 3, the 
frequency selecting circuit inclue|es a PN generator 7 whose initial 
stote (e.g. the starting point in ^^ to^ FH cjode sequence) is 
responslye i» a signal g^ g^erator 9 and a stable 

time reference (e.gi . II stable internal clock or a receiver tuned tb 
ieceive a radio broadcasted time reference). The output of PN 
generator 7 is applied to a napping toble 11 (e.g. a random access 
meirory) whidi contains information representative of specific 
transmission and reception frequencies . ihus , the state of PN 
generator 7, as initialized by key generator 9 and the stable time 
reference, will cause mapping table 11 to generate different 
frequencies Fj^ and Fj for each transmission cycle. To an 
eayesdroEper, these frequencies will appear to " periodically and 

randomly change or "hop". , 

As'^own in Figure 4, instead of using a stable time reference, 
the . Iti generator nay be made responsive to a portion of the 
information signal transmitted by tt>e base station. 



in figures -3 and 4 may 
also be itade^^r^ portion of the infbrinatiori signal 

transmit by the base : station . \: The sequence of the- -first and 
second^ frecpiencies can be controlled by either controlling the PM 
generator statejrV by altering the frecjiiency: napping^ table ; contehts, 
or by any coirtoinatioh of these two techniques . oiius the sequence or 
pattern 6t iErequencies can be prograroned initially^ or dhahged 
dynamically by the trema^ information signal, to avoid certain 
.frequency b^nda. >:>//i* , • v 

In either of the arrangements shown in Figures 3 or 4, the base 
station, relay unit^ or remote units nay include apparatus for 
detecting freqiiencies upon \*iich jamraihg or interfering sigrals are 
pre^^t. ; Ihi^ then be used to avoid these 

frequencies which nd^t other^ be seiedted by the mapping tabl4» - 

»^ foregoing arrangement enables^ to^ 

reitpte: units to^ vdth k base station via iai relay to 

lising |pt«iu^ principlWi^ t^ 

ndnimize of possible janming.^^^^^^^^^^^S^ 

the up-link and down-link iErequencies are periodically anid r^dcxnly 
changed it WDuld be extremely difficult for. an eavesdrof^r or 
jammer to discpyer any pattern to the frequency changes, ^ Further > 
reception of ocie of the transmitted signals tells nothing abbut the 
frequency of trahsniission of the other signal. Therefore a jaicmer 
would at best be able to jam only half of the coimunications flow 
(i.e* the information being transmitted at the janndng frequenqy) 
and then only until the next transmission cycle when the frequencies 
would be changed again. Even in this latter case Oie comraiuniicati^ 
system is designees to detect • such ' jamming frequiencies "arid take 
corrective action to avoid such frequencies, sudi as by . dynamically 
altering the state oiE the f requiaicy napping table or PM generator in 
r^ponse to a portion of the information signal. 

tihile the present invention has been described in considerable 
detail, it is understood that various changes and roDdifications will 
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fall within the scope of the invention* For exanple, nultiple 
relays, eadh assigned to a group of renote units, could be used, 
with eadi relay being assigned a different set of uplink/downiink 
frequencies by the base station. Alternatively, a relay unit could 
5 • conimmicate with brie or nore additional relay units to extend the 
range of ccOTiunication .of the system, in this case one or more 
additional frequencies can be assigned for the intermediate 
(relay-to-relay) link* it should therefore be understood that the 
foregoing detailed description of the preferred entoodiroents is 
10 merely illustrative, but hot limitive, of the invention which is 
defined by the appended claims* • . . 
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^ ^ secure conimunication system of the freqaeiK^- 
hopping type having^ at iea^^ bais^ station iiiclud^^^ a 
transmitter, at least- one relay unit including a- transmitter 
and a receiyer, and at leist orie remote unit including a 
receiver, a method of preyen^^^^ jamming ot the 

• sy^tem/ciiaracterized^^ 

; , ; ; (a) . .: generktin^;:.and -tw^ at' the'^asi station 

an information signal at a fi^ 

(b) receiving the information siiial a€ relaV 

'unit;-'.. :,■ ■'■ ■.. y : y':'^'' \-''\' \C.: ' ' rr", ■. r -'^ 

(c) retransiittfii^^^^ the inforiwation sign^^^ the : : 
relay unit at ia second pire^e^OT ; 

f J^^^^^^^^^ at the remote 

unit , wherein information for setting the first ^^^corid 

^-^^^'^f^^^^^^'^y^^^^ the V ■ ^ 

: infoarmatW frequehcii^ ire • 

■ a. random' pattern/ 

■ ^'''y^ S^:^- ^^■■^'i?^^^^-'^^ ■ 1 / 'lirtierein 'the ba^''^:---" 
start:ibn: iJicliides; a' re^^ ^aiid;;.the''ij«i<5^^ 

transmitter ;and the m^ iby the steps of : 

-.^^^^ generating a second iJiformatioii signal at the 
' remoteVunit; ■V;;^'::'; ;^ . 

traiiismittih^ the second information signal at 
the first predetermined fregui^cy; . 

(g) receiving the second information signal at the 
. relay unit; \:. ^ ■ ■ 

>• ^ ^^^^ retransmitting the second information signal by 
^ ,5*:'^ frequency; ^ and • 
^: (i) receiving the secbnd information signal at the 
base istatibn.- . . • •V;;''^,^- ^ 

^ ■ : - : : ^ metjhod accoy^in^ to cliaim 1 or 2, characterized 
in that the inf ormation signar i^^ 

representative of the first and second frequencies of 
transmission of the ne3rt: infoiTQ^tioh signal and in that the 

FXiSEz 23.;^Y7 .(e.p.oj v-.V . 
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' , ■ • . ■ ', . • ■ . • \ v-S- • . . • 

relay unit retransmits the information signal at said second 
frequency which is ddteirmiried by the frequency representative 
portion of aii iramWdiately preceding transmitted inforaation 
signal. ■ • 

4. • '.Th6 feethod^ to claim 2 or 3, characterized 

in that said first information signal transmitted by the base 
sta:tion includes ia portion reprssent^ the first and . 

second! f regencies of -feremsmission of the next first and 
second inforaation signals/ and wherein the relay xinit . . 
.receives said first and second information signals at said 
first frequency and retransmits- both the first and second 
information signals at~ said s^ frequency, said first and., 

second frequenoies being determined by the frequency ■ 
representativ^^^ of ami immediately preceding infoinmation 

sigkai .transmitted by ^ the base station. ■ a 
5 / : ; ? The methb^^^ claim; 4/ chajra.cterized in 

that there arW a plurality of remote units and! wherein said . 
first information signal includes a portion iridicative o^ 
separate and unique for transmission of .i"?°^^" ; 

tion signals generat:ed by each of said remote ynits and in , 
that in step (h) , the second information signal is transiaitted 
by sai<a remote unit at a predetermined time after the relay - 
unit retransmits a first information signal transmitted by the 
.'base -station,;'. 

6, The method according to claim 3, characterized in 

that the portion of the information signal representative of 
the first and second frequencies of transmission is an 
encrypted version of said first and second frequencies and is 
a signal for changing the state of a pseudo-random .frequency 
selector including ai frequency mapping table containing data, 
indicative of a plurality of predetermined frequencies, said 
ffe<riency mapping table forming part of the. transmitters and 
receivers of is aid relay unit and said remote unit. ' 
.7. -A secure communication apparatus of the frequency- 

hopping type characterized by: 

.. at least one base station including a transmitter; 
at least one relay unit including a transmitter and 
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ia recieiver; and' .■>". -...j ' 

at least one remote unit including a transmitter 
\ receiver,. -'^ .• : ; - v' ]' y^^' -.' ^r ' ^ ' 

said base station transmitter including meaiis for 
grenerating and transmitting ah information signal at a first 
.. predetermined' frequency; - '^ ;V^r,;...' 

/ S2d.d. r^ transmitter ^and receiVe^^ 

; ipaittlng the inf ormation a second ^^redet^rmi^^ 

; tri^q^ said remote imi^ recei^r ii^ 

: receiyiiig 1^ ihforiaatioh Vsigtia^ ihf oriiation f or = 

setting the f irst khd second predeteifmined frequenci^^^^^ 
transmitted by the ba^e station as part of ^^ t^ 
signal^. 

changing ^aid pre^eteinninyi f r^quehciek^^ ^n a > \ ^ . 
random pattern and f or txahsmi information r^t^ 

[•^thereof to ..the ..relay unit., and. >r^^ v^->- *■ 

>^•^^\. ^'^f^^; 7;/ (iharacteriied 

■;';by: " ' ' ' ' ^ ^ > ' _ - " , • ^ - • V ■ 

;V:'.,^"; means for generating inf omation s i gnai afe;. ■ 

v'tiie . remote .^unitf'V. ';tr-.'r't • - *•.;.;!; r:^: • ■/.''V':; 

located '.at the remote \tinit/ for 'tran 
the ..second ; inforaation signal at the' f irst "p^ fre- . 

giiency,. the second information signal ; bein^^^ by the 

receiver of the relay unit Md retransmitted by the trahs- 
; mitter of the relay unit at the second predetermljied ^ 
. frequency;' and ■ J . . ■ ' ^ ^ '- -^ . V ' • 

receiver means located at the base station for 
ireceiying the/ second* information .Signal J- :--r :' 

; ^ . V The apipara adcording to claim 7 mt 8',". character^ 
ized in that the ihforniatioh signal g^erated by the base • 
statiph includes a portion representative of the first aiid 
second frequencies of transmission of tiienekt information 
signal and wherein , the relay /unit ' retransmitting mek^ 
retransmits the information signal at said second frequency 
which is determined by the frequency representative portion of 
an immediately preceding transmitted information signal. 
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10. The apparatus according to claim 8 or 9, 
characterized in that the base station generating and 
transmitting means generates and transmits a first information 
signal at said first frequency including a portion 
representative of the first and second frequencies of 
transmission of the next first and second information signals, 
and wherein the remote unit receives said first and second 
information signals at said first frequency and the relay unit 
retransmitting means retransmits both the first and second 
information signals at said second, frequency, said first and 
second frequencies being determined by the frequency 
representative portion of an immediately preceding information 
signal tramsmitted by the base station. ' . . 

11. Tiie kpparatus according to clain^ 8, 9 or 10, ■ 
characterized in that there are a plurality of remote units 
and wherein, said first information signal includes a portion 
indicative of separate and vmique time delays for transmission 
of information signals generated by each of said remote units. 

12. The apparatus according to claim 9, 10 or 11, 
characterized in that the base station includes means for 
encrypting -the portion of the information signal representa- 
tive of the first and second frequencies of transmission and 
is a signal for chemging the state of a pseUdo-random fre- 
quency selector including a frequency mapping table containing 
data indicative of a plurality of predetermined frequencies, 
said frequency mapping tahle forming part of the transmitters 
and receivers of said relay unit and said remote \ihit. 
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